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Managed Firewall Services 
What If You Could Manage All of Your Network Security Needs 
More Cost-Effectively?

Network security services is a highly 
sought-after solution in the financial 
services industry. At Fiserv, we  
specialize in:

•	 Firewall management

•	 Intrusion Prevention Systems (IPS)

•	Anti-virus, anti-spam and Web filtering

•	Reporting

•	Remote vulnerability assessments

•	Virtual Private Networks (VPN)

Continuous Protection

To deliver around-the-clock, real-time 
network security, we partner with  
industry-leading security providers. If 
suspicious activity is detected, our security 
systems immediately repel attack attempts 
and deny the intruder access to the 
network. We customize alarm notification 
policies and procedures to fit the demands 
of your environment.

Managed Firewall Services from Fiserv combines all
of the products and services necessary to help you  
manage your network security needs and comply with 
industry standards – at a fraction of the cost of a full-
time security administrator. 

Sophisticated Security 

When you choose Network Security 
Services -- one of the Sentry Performance
SolutionsSM offerings from Fiserv -- you   
gain the benefits of the largest and 
most customizable database of high-
risk Web content available, which blocks 
unwanted information from entering your 
network through a process known as Web 
filtering. This comprehensive database 
gives you a head start on identifying 
and disallowing sources of undesirable 
information. You can classify information 
sources by website or by page or set your 
own Web usage criteria. Our virtual control 
agent uses neural network technology to 
block access to questionable sites you may 
not have thought to classify as unwanted.

Our gateway devices protect your network 
from viruses, including suspect mail and 
Web and file transfers. Gateway anti-virus 
products are not only cost-effective,  
they are extremely effective at identifying 
and stopping viruses before they reach  
your systems.

Firewall Management

With Managed Firewall Services, your 
financial institution can choose the way you 
want Fiserv to assist in the management 
of your security solution. Whether you want
us to support your internal resources or 
prefer our complete, around-the-clock 
management service, Fiserv can help.
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Data Defense System 

Arm yourself with the latest defense against 
stealthy malicious and suspicious network 
activity. Our Unified Threat Management 
systems protect your network by detecting, 
recognizing and blocking malicious data 
signatures and anomalous events. Full 
content and deep packet inspection engines 
are proactively updated to ensure that you 
have the most current defense technologies 
available.

Detailed Reporting

Stay informed about the security of your 
data with information provided in a useful 
and understandable format. Our reporting 
solution offers quarterly or monthly detail 
options for maximum flexibility.

Virtual Private Networking (VPN)

Virtual Private Networks offer great 
flexibility and can provide connectivity 
for your branch offices as well as for your 
remote employees. VPN solutions provide 
outstanding value and ease of use, while 
saving you time and money.

Extendable and Expandable

Our solution offers a wide variety of options 
to extend and expand your network security 
to best fit your financial institution’s needs. 
Options include:

•	Extended e-mail security, which provides 
quarantine, encryption and enhanced anti-
spam and anti-virus service for e-mail 

•	Web applications security, which  
provides enhanced firewall and security 
for Web applications

•	Extended database security, which 
provides vulnerability, monitoring and 
audit capabilities to harden databases 
from security issues

•	Extended client endpoint security, which 
provides comprehensive management 
and control for PCs and mobile devices

•	Extended reporting, which provides 
logging, analyzing and reporting for  
your network

•	Vulnerability management, which provides 
end-point vulnerability management, 
inventory, auditing and reporting

•	 24 x 7 monitoring, which provides  
around-the-clock monitoring of your 
network security

Connect With Us
For more information on Managed
Firewall Services or other Sentry 
Performance Solutions offerings from  
Fiserv, call 800-872-7882, email 
getsolutions@fiserv.com or visit 
www.fiserv.com.




