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Commercial Center™: Security
Safely Connect to Your Business Customers

Commercial Center:
Security from Fiserv is a
comprehensive security
platform designed to
provide added protection
to Commercial Center,
the business banking and
treasury management
application from Fiserv.

Give your commercial customers peace of mind Commercial Center: Security provides:
by protecting their digital channels with an - Secure browser

integrated security solution based on patented
technology. In addition to increasing the security of
Commercial Center, the Security module is a gateway
to provide protection for your treasury services, such
as lockbox, business bill pay and remote deposit. By
providing private browsing capabilities, enforcement of
entitlements, access control and strong authentication
features, Commercial Center: Security simplifies
protecting all treasury services accessed through
Commercial Center.

Patented technology
Integrated multifactor authentication
Single sign-on

Distributed denial-of-service protection

N N

Web application intrusion protection

© the speed of life



Commercial Center®™: Security

Open and Flexible Design

Commercial Center is an open, fully integrated and
scalable banking solution that makes managing
treasury services easier, with the user experience and
sophistication your business customers desire. Its
real-time cash-management capabilities are designed
for digital channels, have easy-to-use interfaces,

and enable notification and authentication through
smartphones, tablets and wearable devices. The single
platform facilitates a unified user experience across
multiple devices, while integrated security and analytics
offer enhanced fraud prevention.

Key Security Module Features
and Benefits

- Private browsing — Reduces risk by avoiding sites
with malware

- Authentication (user and device) — Eliminates
hardware token and third-party security product;
supports SMS or text and push one-time passcodes

- Malware protection — Man-in-the-middle,
man-in-the-browser attack mitigation

- Encryption — Keyboard, data and transaction
encryption to ensure data integrity

- Entitlements — Limits user access 1o sites,
functions, transaction entry and approval

- Server-side site validation — Prevents misdirection
of users to false sites

- Private cloud technology — Supports web and
mobile devices

Connect With Us

For more information about Commercial Center: Security:

# 800-872-7882
<] getsolutions@fiserv.com
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Fiserv is driving innovation in Payments, Processing Services,
Risk & Compliance, Customer & Channel Management and
Insights & Optimization. Our solutions help clients deliver
financial services at the speed of life to enhance the way
people live and work today.

Visit fiserv.com to learn more.
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